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TEACHING PLAN

COURSE	:  CSC1612: Data Communication and Networking
LECTURER	:  VALERIANO DASALLA
EMAIL		:  dasalla@iukl.edu.my
SEMESTER	:  October/November 2023
REFERENCE BOOK:  
a) Introduction to Networks Companion Guide: Cisco Networking Academy, Cisco Press, 2019
b) Introduction to Networks Lab Manual : Cisco Networking Academy, Cisco Press, 2019
c) Douglas E. Comer, Computer Networks and Internets, 6/E, Prentice Hall, 2017

ENFORCEMENT ON ATTENDANCE POLICY (Registrar Office)
Eligibility To Sit for Examination
1. No student shall be admitted to a University examination unless he/she has been duly registered for the course.
2. Only students with valid Matriculation Cards and Examination Slips will be allowed into the examination hall/room. Candidates without Matriculation Cards and Course Examination Slips will not be allowed into the examination hall/room unless some proof of identification is produced.
3. A student with less than 80% class attendance MAY NOT BE eligible to sit for the final examination. A student who fails to meet this attendance requirement may be barred from taking the final examination. The continuous assessment marks will not to be used to determine the Grade and an “F” Grade will be given.  
ASSESSMENT
	Online Quizzes (Cisco)
	20%

	Assignments Report
	20%

	Lab Activities
	10%

	Online FE (Cisco)
	20%

	Final Examination (IUKL)
	30%






COURSE LEARNING OUTCOMES

After completion of the course, students should be able to:
CLO1: Describe the concepts of data communications and networking elements. (C2, PLO1)
CLO2: Build simple local area networks (LAN) that integrate IP addressing schemes, foundational network security,(P3, PLO3)
CLO3: Perform basic configurations for routers and switches.(P3, PLO6)

ASSESSMENT AND LEARNING ACTIVITIES
	
	LEARNING OUTCOMES

	
	CLO1
	CLO2
	CLO3
	
	
	

	LEARNING ACTIVITIES
	
	
	
	
	
	

	Lecture
	√
	√
	√
	
	
	

	ASSESSMENT TASKS
	
	
	
	
	
	

	Quiz
	√
	√
	√
	
	
	

	Assignments
	
	
	
	
	
	

	Presentation
	√
	√
	√
	
	
	

	Group discussion
	√
	
	√
	
	
	

	Final Exam
	√
	√
	√
	
	
	




	Week
	Date
	Lessons
	Classroom Activities
	Remarks

	1
	20-26/11/2023
	Orientation/introduction about the module
	
	

	2 
	
27/11/2023 – 3/12/2023
	Networking Today
· Network Affects our lives
· Network Components
· Internet Connections
· Network Trends
· IT Professional
	
	


	3
	4-10/12/2023
	Basic Switch and End Device Configuration
· CISCO IOS Access
· Basic Device Configuration
· Ports and Addresses
· Configure IP Addressing
	Distribute Assignment 1 script
	

	4
	11-17/12/2023
	Protocols and Models
· The Rules
· Protocol Suites
· Standards Organization
· Reference Model
· Data Access
	.
PT Simulator activity

	

	5
	18-24/12/2023
	Physical Layer
· Purpose of the Physical Layer
· Copper Cabling
· UTP Cabling
· FO Cabling
· Wireless Media
	
	

	6
	25-31/12/2023
	Number System
· Binary Number System
· Hexadecimal Number System
	Network Cabling termination and Clamping activity
	

	7
	1-7/1/2024
	Data Link Layer
· Purpose of Data Link Layer 
· Topologies
· Data Link Frame
	PT Simulation activity
	

	8
	8-14/1/2024
	Ethernet Switching
· Ethernet Frame
· Ethernet MAC Address
· MAC Address Table
· Switch Forwarding Methods
	Distribute Assignment 2 script

	

	9
	15-21/1/2024

	Network Layer
· Characteristics
· IPv4 Packets
· IPv6 Packets
· Routing Tables
	Online Quiz 1 to 7
	Assignment 1 Online Presentation  

	10
	22-28/1/2024
	Address Resolution
· MAC and IP
· ARP
· Copper Cabling
	PT Lab Activity
Designing Small Network
	

	10
	22-28/1/2024
	Basic Router Configuration
· Initial Router Settings
· Interface Configuration
· Default Gateway
	PT Lab Activity
Project implementation
	

	11
	29/1/2024 – 4/2/2024

	IPv4 Addressing
· IPv4 Structure
· IPv4 Unicast, Broadcast, and Multicast
· Types of IPv4 Addresses
· Network Segmentation
· Subnet an IPv4 Network
· Subnet a Slash 16 and Slash 8 Prefix
· Subnet to Meet Requirements
· VLSM
· Structured Design
	IPv4 Addressing and Subnetting Exercises
	Assignment 2 report submission


	11
	29/1/2024 – 4/2/2024

	IPv6 Addressing
· IPv4 Issues
· IPv6 Address Representation
· IPv6 Address Types
· GUA and LLA Static Configuration
· Dynamic Addressing
	IPv6 Addressing and Subnetting Exercises

Assignment 2 report submission
	Break

	12
	5-11/2/2024
	ICMP
· ICMP Messages
· Ping and Traceroute Tests
	Assignment 2 Demo/Presentation
	

	12
	5-11/2/2024
	Transport Layer 
· Transportation of Data
· TCP Overview
· UDP Overview
· Port Numbers
· TCP Communication Process
· Reliability and Flow Control
· UDP Communication

	Online Quiz 8 to 13
	Week 15

	13
	12-18/2/2024
	SEMESTER BREAK
	
	

	14
	19-25/2/2024
	Application Layer
· Application, Presentation, and Session
· Peer-to-Peer
· Web and Email Protocols
· IP Addressing Services
· File Sharing Services
	
	

	14
	19-25/2/2024
	Network and Security Fundamentals
· Security Threats and Vulnerabilities
· Networks Attacks
· Network Attack Migration
· Device Security
	Last day of Submission and presentation/demo for late submission.
	

	15
	26/2/2024 – 3/3/2024
	Build a Small Network
· Devices in a Small Network
· Small Network Applications and Protocols
· Scale to Larger Network
· Verify Connectivity
· Host and IOS Commands
· Troubleshooting

	Online Quiz 14 to 16
	

	15
	26/2/2024 – 3/3/2024
	REVISION and other unfinished submissions and activities.
	
	

	16
	2-4/3/2024
	EXAM BREAK
	
	

	17
	5-10/3/2024
11-17/3/2024
	FINAL EXAMINATION
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