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TEACHING PLAN

COURSE: CSC2734/ Information System Security 
LECTURER: DR. ABUDHAHIR BUHARI (0169174122)
EMAIL: abudhahir@iukl.edu.my

SEMESTER: MARCH 2024

REFERENCE BOOK:

Main references supporting the course:
(a) Whitman, Michael E. & Mattord, Herbert J. (2017) Principles of Information Security, (6th ed.), Kennesaw State University, Course Technology. 
(b) William Stallings (2016), Cryptography and Network Security, 7th Edition, Prentice Hall.
(c) Weaver, Randy (2013), “Guide to Network Defence and Countermeasures, 3rd Edition, Thomson
(d) [bookmark: _GoBack]SC900 Microsoft Security Compliance and Identity Fundamentals
ASSESSMENT

	Coursework (50%)

	Assignment & Lab Assignment
	15%

	Quiz
	10%

	Presentation
	10%

	Project
	15%

	Final Examination (50%)

	Final Examination (Online)
	50%




COURSE LEARNING OUTCOMES

After completion of the course, students should be able to:


CLO1: Describe various types, methods and ways of network attacks (C2, PLO2) CLO2: Apply appropriate network defence mechanism (C3, PLO6)
CLO3: Demonstrate strong ethical principles in addressing network security issues (C2, PLO7)

ASSESSMENT AND LEARNING ACTIVITIES

	
	
	LEARNING OUTCOMES
	

	
	
	CLO1
	CLO2
	CLO3
	

	
	LEARNING ACTIVITIES
	
	
	
	

	
	Lecture
	√
	√
	
	

	
	ASSESSMENT TASKS
	
	
	
	

	
	Assignment
	√
	
	√
	

	
	Quiz
	
	√
	√
	

	
	Project / Presentation
	√
	√
	√
	

	

	Week
	Date
	Lessons
	Classroom Activities
	Remarks

	1
	01/04/24 - 07/04/24
	Introduction to Management of Information Security
● Key Concepts of Information Security
● Management Role in Information Security
● Principles of Information Security Management
● Applying Project Management to Security
	
	

	2
	08/04/24 - 14/04/24
	BREAK
	
	

	3
	15/04/24 - 21/04/24
	Planning for Security
● Role of Planning
● Precursors to Planning
● Strategic Planning
● Information Security Governance
● Planning for Information Security Implementation
Planning for Contingencies
● Fundamentals of Contingencies
● Components of Contingency Planning
● Business Resumption Planning
● Testing Contingency Plans
· 
	Lab#1
	

	4
	22/04/24 - 28/04/24
	Information Security Policy
● Policy, Standards and Practices
● Enterprise Information Security Policy
● Issue-Specific Security Policy
● System-Specific Security Policy
● Guidelines for Effective Policy
· Developing Security Program
● Organizing for Security
● Placing Information Security within an Organization
● Components of Security Program
● Information Security Roles and Titles
● Implementing Security Education, Training and Awareness Program
	Assignment#1
	

	5
	29/04/24 - 05/05/24
	Security Management Model
● Access Control Model
● Security Architecture Models
● Security Management Models
Security Management Practices
● Benchmarking
● Performance Measures in Information Security Management
● Emerging Trends in Certification and Accreditation

· 
	Lab #2
	Project topic shared

	6
	06/05/24 - 12/05/24
	Risk Management
● Risk Management
● Risk Identification
● Risk Assessment
● Documenting the Results of Risk Assessment
● Risk Control Strategies
● Managing Risk
● Recommended Risk Control Practices
Protection Mechanisms
● Access Control
● Firewalls 
● Intrusion Detection and Prevention Systems 
● Remote Access Protection
● Wireless Networking Protection
● Scanning and Analysis Tools
● Cryptography

	Assignment#2
	

	7
	13/05/24 - 19/05/24
	Personnel and Security
● Staffing the Security Function
● Information Security Professional Credentials 
● Employment Policies and Practices 

	LAB #3
	

	8
	20/05/24 - 26/05/24
	Law and Ethics
● Information Security and the Law
● Ethics in Information Security
● Professional Organizations and their Codes of Ethics
● Organizational Liability and the Need for Counsel
● Managing Investigations in Organization
	PRESENTATION
	

	9
	27/05/24 - 02/06/24
	FINAL EXAMINATION
	
	

	10
	03/06/24 - 06-Jun-24 (Thu)
	FINAL EXAMINATION
	
	

	10
	07-Jun-24 (Fri) - 09/06/24
	SEMESTER BREAK
	
	

	11 - 12
	10/06/24 - 23/06/24
	SEMESTER BREAK
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